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Web Services as basis for realWeb Services as basis for real--

life Integration,life Integration,

based on based on WSWS--SecuritySecurity and and 

WSWS--ReliableMessagingReliableMessaging

Overall Presentation Goal  Overall Presentation Goal  
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SpeakerSpeaker’’s Qualificationss Qualifications

IT Consultant since 1987IT Consultant since 1987

Managing Partner at Managing Partner at ApogadoApogado

Doing integration for the last 9 years: from Doing integration for the last 9 years: from 

screenscreen--scraping and JMS to SAP scraping and JMS to SAP NetweaverNetweaver

Speaks frequently on EAI, ESB and WSSpeaks frequently on EAI, ESB and WS--**

Guest lecturer at UAMSGuest lecturer at UAMS

JavaPolisJavaPolis Steering MemberSteering Member
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Waiting for WSWaiting for WS--* * ……

WSWS--Security + WSSecurity + WS--ReliableMessaging ReliableMessaging ++……

Web Services can provide one single Web Services can provide one single 

standard for secure and reliable standard for secure and reliable 

communication.  But after 6 years, itcommunication.  But after 6 years, it’’s s 

time to nail things down.time to nail things down.
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Web Services Web Services -- SOAPSOAP

XMLXML over over HTTPHTTP

Envelop: Header and bodyEnvelop: Header and body
<<ss:Envelop:Envelop xmlnsxmlns::ss==““http://http://....../soap/envelop/soap/envelop””>>
<<ss:Header >:Header >

……
</</ss:Header >:Header >
<<ss:Body >:Body >
<<oo::OrderOrder xmlnsxmlns::oo==““httphttp::////......””>>
<<o:Producto:Product>>......</</o:Productso:Products>>
<<o:Amounto:Amount>>......</</o:Amounto:Amount>>

</</oo::OrderOrder>>
</</ss:Body >:Body >

</</ss:Envelop>:Envelop>
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Web ServicesWeb Services

SOAP spec dates back from July 2000 !SOAP spec dates back from July 2000 !

WSDL: description of web servicesWSDL: description of web services

UDDI: discovery of web servicesUDDI: discovery of web services

Focus on synchronous request/replyFocus on synchronous request/reply

XML over HTTP without SOAPXML over HTTP without SOAP

RESTREST

B2B protocolsB2B protocols

Limited standardization of standard messagesLimited standardization of standard messages

Some use of B2B XML standardsSome use of B2B XML standards

E.g. WSDLs from Open Applications GroupE.g. WSDLs from Open Applications Group
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WS (draft) standardsWS (draft) standards
MessagingMessaging

SOAP 1.1SOAP 1.1, 1.2, 1.2
WS WS ReferralReferral

WS WS RoutingRouting

WSWS--AddressingAddressing
WSWS--MessageDataMessageData

WSWS--EnumerationEnumeration

WSWS--Eventing Eventing 

SOAPSOAP--overover--UDPUDP

MetadataMetadata
WSDL 1.1WSDL 1.1, 2.0, 2.0

WSWS--PolicyPolicy

WSWS--PolicyAssertions PolicyAssertions 

WSWS--PolicyAttachment PolicyAttachment 

WSWS--DiscoveryDiscovery

WSWS--MetadataExchangeMetadataExchange

WSWS--RM PolicyRM Policy

UDDI 1.0, 2.0, 3.0UDDI 1.0, 2.0, 3.0
WS Inspection LanguageWS Inspection Language

XMLXML

�� XML XML 

�� NamespacesNamespaces

�� Information SetInformation Set

Messaging (2)Messaging (2)
�� WSWS--NotificationNotification

�� WSWS--BaseNotificationBaseNotification

�� WSWS--BrokeredNotificationBrokeredNotification

�� WSWS--ReliableMessagingReliableMessaging

�� WSWS--ReliabiltiyReliabiltiy

�� ASAPASAP
�� WSWS--MessageDeliveryMessageDelivery

�� WSWS--AcknowledgementAcknowledgement

�� WSWS--CallbackCallback

AttachmentsAttachments

�� SwA SOAP with SwA SOAP with 

AttachmentsAttachments

�� DIME /  WSDIME /  WS--AttachmentsAttachments

�� MTOM (XOP)MTOM (XOP)
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More WSMore WS--* standards...* standards...
SecuritySecurity

WSWS--Security: SOAP Message Security Security: SOAP Message Security 

WSWS--Security: UsernameToken ProfileSecurity: UsernameToken Profile

WSWS--Security: X.509 Certificate Token Security: X.509 Certificate Token 
ProfileProfile

WSWS--Security: SAML Profile Security: SAML Profile 

WSWS--SecureConversation SecureConversation 

WSWS--SecurityPolicy SecurityPolicy 

WSWS--Trust Trust 

WSWS--Federation Federation 

WSWS--Federation Active Requestor ProfileFederation Active Requestor Profile

WSWS--Federation Passive Requestor ProfileFederation Passive Requestor Profile

WSWS--Security: Kerberos BindingSecurity: Kerberos Binding

Web Single SignWeb Single Sign--On Interoperability On Interoperability 
ProfileProfile

Web Single SignWeb Single Sign--On Metadata Exchange On Metadata Exchange 
ProtocolProtocol

Business ProcessBusiness Process
�� XLANGXLANG

�� WSFLWSFL

�� WSWS--BPELBPEL (BPEL4WS)(BPEL4WS)

�� WSWS--ChoreographyChoreography

�� WSWS--CDLCDL

�� WSCL (HP)WSCL (HP)

�� WSCIWSCI

ManagementManagement

WSWS--Management Management 

WSWS--Management CatalogManagement Catalog

WSWS--DM DM 

WSWS--MUWS part 1MUWS part 1

WSWS--MUWS part 2MUWS part 2

WSWS--MOWSMOWS

WSWS--ManageabilityManageability
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And more ...And more ...

TransactionsTransactions

�� WSWS--Coordination Coordination 

�� WSWS--AtomicTransaction AtomicTransaction 

�� WSWS--BusinessActivityBusinessActivity

�� WSWS--T(X)MT(X)M

�� BTPBTP

MiscellaneousMiscellaneous

�� WSWS--Remote PortletsRemote Portlets

�� WSWS--ProvisioningProvisioning

State / ContextState / Context

WSWS--TransferTransfer

WSWS--ResourceResource

WSWS--ResourcePropertiesResourceProperties

WSWS--ResourceLifetimeResourceLifetime

WSWS--ServiceGroupServiceGroup

WSWS--BaseFaultsBaseFaults

WSWS--CAFCAF

WSWS--ContextContext

WSWS--CFCF

“The Web Services Standards Mess” 
(Eric Newcomer, Iona)

More securityMore security

�� XML SigningXML Signing

�� XML EncryptionXML Encryption

�� SAMLSAML

XX--KMSKMS

XX--KISSKISS

XX--KRSSKRSS

XACMLXACML
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The WSThe WS--* mix* mix

SOAP 1.1 SOAP 1.1 ��SOAP SOAP 1.21.2

WSDL 1.1 WSDL 1.1 �� WSDL WSDL 2.02.0

WSWS--AddressingAddressing

WSWS--ReliableMessagingReliableMessaging

WSWS--SecuritySecurity

UDDI UDDI �� WSWS--MetaDataExchangeMetaDataExchange

SOAP with Attachments SOAP with Attachments �� MTOM/XOPMTOM/XOP

......
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WSWS--AddressingAddressing
<<ss:Envelop:Envelop xmlnsxmlns::ss==““http://http://....../soap/envelop/soap/envelop””>>
<<ss:Header:Header xmlns:wsa=xmlns:wsa=““......””>>
<wsa:MessageID>

uuiduuid::aaaabbbbaaaabbbb--cccccccc--dddddddd--eeeeeeee--wwwwwwwwwwwwwwwwwwwwww
<wsa:MessageID>
<wsa:To>…</wsa:To>
<wsa:Action>
http://../CreateOrder

</wsa:Action>
<wsa:From>…</wsa:From>

</</ss:Header >:Header >
<<ss:Body >:Body >
<<oo::OrderOrder xmlnsxmlns::oo==““httphttp::////......””>>
<<o:Producto:Product>>......</</o:Productso:Products>>
<<o:Amounto:Amount>>......</</o:Amounto:Amount>>

</</oo::OrderOrder>>
</</ss:Body>:Body>

</</ss:Envelop>:Envelop>
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WSWS--AddressingAddressing

Web service Web service Endpoint ReferencesEndpoint References

Message Information HeadersMessage Information Headers

wsawsa::MessageIDMessageID, , wsawsa::RelatesToRelatesTo

wsa:Actionwsa:Action

wsawsa:To, :To, wsawsa:From, :From, wsawsa::ReplyToReplyTo, , wsawsa::FaultTo FaultTo 

ToFrom

Reply

To
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Reliable MessagingReliable Messaging

over HTTPover HTTP

S
erver

S
erver

Message A

Acknowledge A

Message A X

Message B

Acknowledge BX

Message B

Acknowledge B

Kill Duplicate B

A BA B
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WSWS--RM protocolRM protocol

R
M
 S
o
u
rce

R
M
 D

estin
atio

n

MessageNumber 1

MessageNumber = 3, LastMessage

Acknowledge 1-3, Nack 2

Resend 2, AckRequested

Acknowledge 2

MessageNumber 2 X

CreateSequence

TerminateSequence
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Reliable Sessions or Reliable Sessions or 

Queued Messaging?Queued Messaging?

WSWS--RM says nothing about RM says nothing about durabilitydurability

Persistent vs. Transient sequencesPersistent vs. Transient sequences

Persistent sequence survive rePersistent sequence survive re--starts, crashes, ...starts, crashes, ...

Microsoft WCF (Indigo)Microsoft WCF (Indigo)

Queued Messaging: use MSMQQueued Messaging: use MSMQ

Maybe queued Messaging based on WSMaybe queued Messaging based on WS--RM in RM in 

WCF 1.1 ?WCF 1.1 ?
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WSWS--RM RM -- ImpactImpact

WSWS--RM will have RM will have MAJORMAJOR impact !!!impact !!!

Products from different vendors at each side ~ B2BProducts from different vendors at each side ~ B2B

Messaging becomes a commodityMessaging becomes a commodity

Requires Requires Queued MessagingQueued Messaging

JMS Provider A 

System.Messaging

WS-RM

JMS

.NET 



wwwwww..apogadoapogado.com.com

““thethe IntegrationEngineersIntegrationEngineers””Copyright Copyright ©© 2006 2006 –– Apogado Apogado CVBACVBA

SOAP over eSOAP over e--mail ?mail ?

DDescribedescribed (non(non--normative)normative)

SMTP is quite reliableSMTP is quite reliable

BasicBasic API's available API's available 

WWellell--known adknown adddressingressing schemescheme

LimitedLimited supportsupport

CapeCCapeClearlear, Apache, Apache

SOAP over FTP?
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WSWS--SecuritySecurity

OASIS standard(s)OASIS standard(s)

Authentication, Integrity, PrivacyAuthentication, Integrity, Privacy

ProfilesProfiles

X509X509, , UserNameUserName, , KerberosKerberos, , SAMLSAML, ..., ...

StableStable

Compatible implementationsCompatible implementations

Builds onBuilds on

W3C XML Signature and XML EncryptionW3C XML Signature and XML Encryption
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WSWS--SecuritySecurity

ClearClear--text passwordtext password

<soap:Envelope ...>

<soap:Header>

<wsse:SecurityToken>

<wsse:UserName>guy</wsse:UserName>

<wsse:Password>password</wsse:Password>

</wsse:SecurityToken>

</soap:Header>

<soap:Body>

...

Username Profile 1.0



wwwwww..apogadoapogado.com.com

““thethe IntegrationEngineersIntegrationEngineers””Copyright Copyright ©© 2006 2006 –– Apogado Apogado CVBACVBA

WSWS--SecuritySecurity
Username Profile 1.0

<wsse:Security>

<wsse:UsernameToken>

<wsse:Username>Guy Crets</wsse:Username>

<wsse:PasswordType="wsse:PasswordDigest">

D2A12DFE8D9F0C6BB82C89B091DF5C8A872F94DC

</wsse:PasswordType>

<wsse:Nonce>EFD89F06CCB28C89</wsse:Nonce>

<wsu:Created>2005-11-20T15:01:30Z</wsu:Created>

</wsse:UsernameToken>

</wsse:Security>

UserName Toke Profile 1.1

• Derive key from password

• Encryption

• Integrity (MAC)

Hash(Nounce+TimeStamp+Password)
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XML Signature

WSWS--Security Security -- SigningSigning

<s:Envelope>

<s:Header>

<wsse:Security>

<ds:Signature>

<ds:SignedInfo>

...

<ds:Reference URI="#body"> 

...

</ds:SignedInfo>

</ds:Signature>

</wsse:Security>

</s:Header>

<s:Body id="body">...

</s:Body>

<s:Envelope>
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XML SignatureXML Signature

<Signature Id="MyFirstSignature" xmlns="http://www.w3.org/2000/09/xmldsig#"> 

<SignedInfo> 

<CanonicalizationMethod

Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315"/> 

<SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#dsa-sha1"/> 

<Reference URI="" />

<Transforms>

<Transform 

Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"/>

</Transforms> 

<DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 

<DigestValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</DigestValue> 

</Reference> 

</SignedInfo> 

<SignatureValue>MC0CFFrVLtRlk=...</SignatureValue> 

<KeyInfo> 

<KeyValue>

……

</KeyValue> 

</KeyInfo> 

</Signature>
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XML SignatureXML Signature

<Signature>

<SignedInfo>

(CanonicalizationMethod)

(SignatureMethod)

(<Reference (URI=)? >

(Transforms)?

(DigestMethod)

(DigestValue)

</Reference>)+

</SignedInfo>

(SignatureValue)

(KeyInfo)?

(Object)*

</Signature>

References = References = SSignedInfoignedInfo

URI:URI:

External documentExternal document
URI=“http://www…/…"

Document itself (root)Document itself (root)

URI=""

Part of documentPart of document

URI="#PurchaseOrder"

AttachmentsAttachments

KeyInfo KeyInfo = certificate= certificate

Object to
be signed



wwwwww..apogadoapogado.com.com

““thethe IntegrationEngineersIntegrationEngineers””Copyright Copyright ©© 2006 2006 –– Apogado Apogado CVBACVBA

CanonicalizationCanonicalization

C14N C14N CanonicalizationN CanonicalizationN ((‘‘CC’’+14 chars ++14 chars +’’NN’’))

““StandardizeStandardize”” the XML documentthe XML document

Standard encoding (UTFStandard encoding (UTF--8)8)

Line breaks: #Line breaks: #xA xA (new line)(new line)

Attributes: normalize white spaceAttributes: normalize white space
single quotes single quotes �� double quotesdouble quotes

quotes quotes wihtin wihtin quotes quotes �� &&quotquot;;

Remove XML and DTD declarationsRemove XML and DTD declarations

Empty: <element/> Empty: <element/> �� <element></element><element></element>

Namespaces declarations: remove unused, sortNamespaces declarations: remove unused, sort

……
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CanonicalizationCanonicalization

<?xml version="1.0" encoding="ascii" ?>
<x:test xmlns:y="http://apogado.com/y"

xmlns:x="http://apogado.com/test"
xmlns="http://apogado.com/z" >

<x:emtpy  a='"a"'/>
<element b="b">bbbb
</element>

</x:test>

<x:test xmlns:x="http://apogado.com/test">
<x:emtpy a="&quot;a&quot;"></x:emtpy>

<element xmlns="http://apogado.com/z" b="b">bbbb
</element>

</x:test>
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Step by stepStep by step

For each referenceFor each reference

Transform (usually c14n)Transform (usually c14n)

Calculate digestCalculate digest

Create Create <Reference><Reference>

For For <<SignedInfoSignedInfo>> (containing all References)(containing all References)

CanonicalizeCanonicalize

Calculate digestCalculate digest

Encrypt digest (= sign)Encrypt digest (= sign)

Result in Result in <<SignatureValueSignatureValue>>

“Indirect” signing
1. Hash of every reference
2. Hash of the hashes
3. Sign the “hash of the hashes”

<Reference URI="" />

<Transforms>

<TransformAlgorithm=" "/> 

</Transforms> 

<DigestMethod Algorithm=" "/> 

<DigestValue> </DigestValue> 

</Reference>
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Sign the hash of the hashesSign the hash of the hashes
<Reference URI=“#header" />

<Transforms>

<TransformAlgorithm=" "/> 

</Transforms> 

<DigestMethod Algorithm=" "/> 

<DigestValue> </DigestValue> 

</Reference>

<Reference URI=“#body" />

<Tranforms> … </Transforms>

<DigestMethod Algorithm=" "/> 

<DigestValue> </DigestValue> 

</Reference>

<s:Header id=“header”>
<element>1</element>
<element>2</element>

<s:Header>

<Signature … >

<SignedInfo>

<CanonicalizationMethod … />

<SignatureMethod>

<Reference URI= >…</Reference><Reference URI= ></Reference>

</SignedInfo> >…</Reference

<SignatureValue>hTHQJyd3C6ww…</SignatureKeyValue>

<s:Body id=“body”>
<o:Order xmlns:o=“...”>
<o:Product>...</o:Products>
<o:Amount>...</o:Amount>

</o:Order>
</s:Body>

- Transform (Canonicalize)
- Digest
- Encrypt

T
ra
n
sf
o
rm

D
ig
e
st
 (
h
a
sh
)
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X509Token ProfileX509Token Profile

Certificate:Certificate:

Container for public keyContainer for public key

Identity owner of private keyIdentity owner of private key

Attested by the CAAttested by the CA

<wsse:Security>

<wsse:BinarySecurityToken ValueType="wsse:X509v3"

EncodingType="wsse:Base64Binary"

wsu:Id="X509Token">

FIgEZzCRF1EgILBAgIQEmtJZc0rqrKh5i...

</wsse:BinarySecurityToken>

<ds:Signature>

<ds:KeyInfo>

….

<wsse:SecurityTokenReference>

<wsse:Reference URI="#X509Token"/>

</wsse:SecurityTokenReference>

</ds:KeyInfo>

</ds:Signature>

</wsse:Security>
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XML Security XML Security -- SignatureSignature

<S:Envelope xmlns:S="…“ >

<S:Header>

<wsse:Security S:mustUnderstand="1" xmlns:wsse="…" >

<wsse:BinarySecurityToken ValueType="wsse:X509v3"

EncodingType="wsse:Base64Binary"

wsu:Id="X509Token">

FIgEZzCRF1EgILBAgIQEmtJZc0rqrKh5i...

</wsse:BinarySecurityToken>

<ds:Signature xmlns:ds="…">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="…" />

<ds:SignatureMethod Algorithm="…" />

<ds:Reference URI="#body">

<ds:Transforms>

<ds:Transform Algorithm="…" />

</ds:Transforms>

<ds:DigestMethod Algorithm="…" />

<ds:DigestValue>EULddytSo1...</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>
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XML Security XML Security -- SignatureSignature

<ds:SignatureValue>

XLdER8=ErToEb1l/vXcMZNNjPOV...

</ds:SignatureValue>

<ds:KeyInfo>

<wsse:SecurityTokenReference>

<wsse:Reference URI="#X509Token"/>

</wsse:SecurityTokenReference>

</ds:KeyInfo>

</ds:Signature>

</wsse:Security>

</S:Header>

<S:Body wsu:Id="body">

<StatusRequest xmlns="http://www.apogado.com/Order">

<OrderNumber>1234</OrderNumber>

</StatusRequest>

</S:Body>

</S:Envelope>
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XML Security XML Security -- TimestampsTimestamps

Addition to XML SignatureAddition to XML Signature

wsuwsu �� WWeb eb SServices ervices UUtilitytility

<s:Envelope xmlns:s="">

<s:Header>

<wsu:Timestamp>

<wsu:Created>2005-03-03T01:42:00Z</wsu:Created>

<wsu:Expires>2005-03-04T01:00:00Z</wsu:Expires>

</wsu:Timestamp>

...

</s:Header>

<s:Body>

...

</s:Body>

</s:Envelope>
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WSWS--Security developmentsSecurity developments

SAML Token ProfileSAML Token Profile

Security RoadmapSecurity Roadmap

WSWS--Trust Trust 

InfoCardInfoCard

Real world, secure web service: PaypalReal world, secure web service: Paypal

Security in HardwareSecurity in Hardware
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SAMLSAML

The The SSecurity ecurity AAssertions ssertions MMarkup arkup LLanguage is an anguage is an 
XMLXML--based framework for Web services that enables based framework for Web services that enables 
the exchange of authentication and authorization the exchange of authentication and authorization 
information among business partners.information among business partners.

PrePre--dates WSdates WS--**

UseUse--cases: cases: Single SignSingle Sign--On, Authorization Service, On, Authorization Service, 
BackBack--office transactionoffice transaction

OASIS included SAML in WSOASIS included SAML in WS--SecuritySecurity

Strong focus on Single SignStrong focus on Single Sign--On from browserOn from browser



wwwwww..apogadoapogado.com.com

““thethe IntegrationEngineersIntegrationEngineers””Copyright Copyright ©© 2006 2006 –– Apogado Apogado CVBACVBA

SAMLSAML

SAML
Authority

Client
“Subject”

Assertion 
Request

Assertion
Response

+Assertion

Server

Attribute
Authorization
Authentication

TrustedTrusted

33rdrd PartyParty

Protocol: HTTP, SMTP, Protocol: HTTP, SMTP, SOAPSOAP, JMS, , JMS, ebXMLebXML, , ……
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SAML AssertionSAML Assertion
<saml:Assertion xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion"

MajorVersion=“2" MinorVersion=“0"

AssertionID="buGxcG4gILg5NlocyLccDz6iXrUa"

Issuer="www.trustcompany.com"

IssueInstant="2005-03-15T17:05:37.795Z">

<saml:Conditions NotBefore="2005-03-15T17:00:37.795Z"

NotOnOrAfter="2005-03-15T17:10:37.795Z"/>

<saml:AuthenticationStatement

AuthenticationMethod="urn:oasis:names:tc:SAML:2.0:am:password"

AuthenticationInstant="2005-03-15T17:05:17.706Z">

<saml:Subject>

<saml:NameIdentifier

NameQualifier=http://www.tcompany.com

Format="http://www.customformat.com/">

uid=GuyCrets

</saml:NameIdentifier>

<saml:SubjectConfirmation>

<saml:ConfirmationMethod>

urn:oasis:names:tc:SAML:2.0:cm:artifact-01

</saml:ConfirmationMethod>

</saml:SubjectConfirmation>

</saml:Subject>

</saml:AuthenticationStatement>

AssertionAssertion

Can also beCan also be

Digitally SignedDigitally Signed
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WSWS--Security & SAMLSecurity & SAML
<S:Envelope>

<S:Header>

<wsse:Security>

<saml:Assertion 

AssertionID="_a75adf55-01d7-40cc-929f-dbd8372ebdfc"

IssueInstant="2005-03-15T00:46:02Z"

Issuer="www.opensaml.org"

..."

</saml:Assertion>

<wsse:SecurityTokenReference wsu:Id=”STR1”>

<wsse:KeyIdentifier wsu:Id=" …"

ValueType=”http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.0#

_a75adf55-01d7-40cc-929f-dbd8372ebdfc

</wsse:KeyIdentifier>

</wsse:SecurityTokenReference>

</wsse:Security>

</S:Header>

<S:Body>

…

</S:Body>

</S:Envelope>

SAML in front of 
WS-Security

Client
“Subject”

+Assertion
Server

SAML

SOAP Message

SOAP Header

SOAP Body

...

SAML Assertion

about SOAP Body
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WSWS--Security Security RoadmapRoadmap

SOAP Foundation

WS-Security

WS-Policy WS-Trust WS-Privacy

WS-Secure

Conversation
WS-Federation

WS-

Authorization
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WSWS--TrustTrust

IssuanceIssuance

~ SAML Authentication~ SAML Authentication

ValidationValidation

ExchangeExchange

Convert X509 or SAML Convert X509 or SAML 

to to KerberosKerberos

Security
Token
Service

Client

Token

Token

Security
Token
Service

Client

Claim

Token

Security
Token
Service

Client

Token

Decision



wwwwww..apogadoapogado.com.com

““thethe IntegrationEngineersIntegrationEngineers””Copyright Copyright ©© 2006 2006 –– Apogado Apogado CVBACVBA

WSWS--TrustTrust

STS

Client

STS

Server
WSWS--SecuritySecurity

with with TokenToken

PolicyPolicy PolicyPolicy

WSWS--TrustTrust ValidateValidate

TokenToken

ExchangeExchange

Issue Issue 

TokenToken

ExchangeExchange

WSWS--TrustTrust

“Trust”
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Microsoft InfoCardMicrosoft InfoCard

WSWS--MEXMEX

WSWS--SecuritySecurity

PolicyPolicyUsers selectsUsers selects

““identityidentity””

WSWS--SecuritySecurity

PolicyPolicy

WSWS--TrustTrust

WSWS--SecuritySecurity

e.g.e.g. SAMLSAML
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Specialized WS SecuritySpecialized WS Security

products & vendorsproducts & vendors

Agents / PEPAgents / PEP

Proxies or plugged into Proxies or plugged into 

WSWS--StackStack

Overlap between Overlap between 

tools/products for Securing tools/products for Securing 

& Managing web services& Managing web services

WSWS--Policy supportPolicy support

FeaturesFeatures

Enforce policies (PEP)Enforce policies (PEP)

Sign, validateSign, validate

Encrypt/decryptEncrypt/decrypt

Support WSSupport WS--Security, SAML, Security, SAML, ……

Access Control Access Control -- Integrate with Integrate with 
LDAP and Identity Mgt. SolutionsLDAP and Identity Mgt. Solutions

Data validation: Data validation: 

against WSDL against WSDL 

against schemaagainst schema’’ss

(Reverse) Proxy(Reverse) Proxy

Detect DenialDetect Denial--OfOf--ServiceService

Audit trailAudit trail

Route messageRoute message
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SOAP

Security

...

Security

...

Client Server

Security

…

Security

...

WS stackWS stack

XSLT XQuery

Routing

WS-Manag.

Routing

WS-Manag.

WS-Manag. WS-Manag.

Service Service ““mediationmediation””
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Real Web Services SecurityReal Web Services Security

Salesforce.comSalesforce.com

Userid & password (no WSUserid & password (no WS--Security)Security)

Returns sessionReturns session--id and new server URLid and new server URL
e.g. https://e.g. https://na1na1--apiapi.salesforce.com/services/Soap/c/7.0.salesforce.com/services/Soap/c/7.0

Amazon S3Amazon S3

Signature: RFC 2104Signature: RFC 2104
HMACHMAC--SHA1 SHA1 of of 

"AmazonS3"AmazonS3““+ OPERATION + Timestamp+ OPERATION + Timestamp

e.g. AmazonS3CreateBucket2005e.g. AmazonS3CreateBucket2005--0101--31T23:59:59.183Z31T23:59:59.183Z

PayPalPayPal

PaypalUsesPaypalUses HTTPS with client certificate or HTTPS with client certificate or ““SignatureSignature””
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PayPal PayPal ““SignatureSignature””

<?<?xmlxml version="1.0" encoding="UTFversion="1.0" encoding="UTF--8"?>8"?>

<SOAP<SOAP--ENV:EnvelopeENV:Envelope

......

<SOAP<SOAP--ENV:Header>ENV:Header>

<<RequesterCredentials xmlnsRequesterCredentials xmlns="urn:="urn:ebayebay::apiapi::PayPalAPIPayPalAPI" " ... ... >>

<Credentials<Credentials xmlnsxmlns="urn:="urn:ebayebay::apisapis::eBLBaseComponentseBLBaseComponents">">

<Username><Username>business_api1.test.bebusiness_api1.test.be</Username></Username>

<Password>V9VTSDBRJXXH6TCS</Password><Password>V9VTSDBRJXXH6TCS</Password>

<<Signature>AFcWxV21C7fd0v3bYYYRCpSignature>AFcWxV21C7fd0v3bYYYRCp......</Signature></Signature>

<Subject/><Subject/>

</Credentials></Credentials>

</</RequesterCredentialsRequesterCredentials>>

</SOAP</SOAP--ENV:Header>ENV:Header>

<SOAP<SOAP--ENV:Body>ENV:Body>

<<RefundTransactionReq xmlnsRefundTransactionReq xmlns="urn:="urn:ebayebay::apiapi::PayPalAPIPayPalAPI">">
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WS/XML firewallsWS/XML firewalls

Sarvega'sSarvega's XPE 2000 XPE 2000 

Forum Systems'Forum Systems' XWall XWall 

DataPower'sDataPower's XS40 XML Security GatewayXS40 XML Security Gateway (IBM)(IBM)

WestbridgeWestbridge Technology's XML Message ServerTechnology's XML Message Server

Vordel's VordelSecure Vordel's VordelSecure 

Reactivity's Reactivity XML FirewallReactivity's Reactivity XML Firewall

Digital EvolutionDigital Evolution

CISCO AONCISCO AON
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EAI EAI –– WS WS –– B2BB2B

EDI VAN

Value Added

Network

Transaction

Delivery

Network

EDIINT

AS2
Communication

“Bus”

F
ir
e
w
a
ll

Used for request/reply 

(RPC) within organizations

Messaging used for both 

request/reply (RPC) and 

asynchronous communication

B2B

EAI

WS
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EAI: EAI: 

Enterprise Service BusEnterprise Service Bus
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Enterprise Service BusEnterprise Service Bus

Process

Engine

BPEL4WS

Transform

XSLT

Adapter

JCA

Routing

XPath

Design &

configuration
Monitoring

Communication Bus

Eg JMS
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B2B B2B -- External connectivityExternal connectivity

RosettaNet

– CIDX

– PIDX

ebXML

EDI VANEDI VAN

EDIINT AS1/AS2/AS3

BizTalk Framework 2.0

FTP, FTPS (over SSL), SFTP (SSH), …
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B2BB2B

Almost Almost no Web Servicesno Web Services

SwA: BizTalk Framework and ebXMLSwA: BizTalk Framework and ebXML

XML over HTTP, FTP, ...XML over HTTP, FTP, ...

EDIINT: can carry XML, but mostly EDIFACT & X12EDIINT: can carry XML, but mostly EDIFACT & X12

AcknowledgementsAcknowledgements

EDIINT: EDIINT: MMessage essage DDisposition isposition NNotificationotification

SecuritySecurity

SSL of courseSSL of course

RosettaNet & EDIINT: S/MIME and PKCS7RosettaNet & EDIINT: S/MIME and PKCS7

ebXML: XML Signing (preebXML: XML Signing (pre--dates WSdates WS--Security)Security)
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Recommended ReadingRecommended Reading
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Recommended ReadingRecommended Reading
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soapUIsoapUI
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ConclusionsConclusions

WSWS--standards are standards are ““settlingsettling””

WSWS--Security + WSSecurity + WS--RM + WSRM + WS--AddressingAddressing

More patience (why does it take so long?)More patience (why does it take so long?)

Lessons from previous technologies, e.g. EDI Lessons from previous technologies, e.g. EDI 

WSDL first, know your XML (SchemaWSDL first, know your XML (Schema’’s)s)

Make your web service secureMake your web service secure

And And ““AsynchronousAsynchronous””

EAI/ESB as EAI/ESB as ““stepping stonestepping stone””
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Guy Crets

guy.crets@apogado.com

+32.(0)479.27.36.58

Apogado CVBA

www.apogado.com

www.integrationengineers.com

Q&AQ&A
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