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Logical Structure
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Risks
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Phishing

FDF - Forms Data Format
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Information disclosure

Metadata

e 03-phishing, pdf - Adobe Reader

Edit Wiew Document Tools  WWindow  Help
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Document Properties

Create Adobe POE Online. —
Description | Security || Fonts || Advanced

(L] Stark Meeting. .. Descripkion
Save a Copy... File:  03-phishing
Save as Text,., Titles |Gu:u:ug|e
Attach ko Email. .. Author: |
Close
: Subject: |
Properties. .,

Keywords:

Digital Editions

T -

Created: 13/09/2006 14:21:00
Modified:  13/09/2006 14:28:34

Application:

Advanced
PDF Producer: Acrobat \Web Capkure 7.0

PDF Yersion: 1.6 (Acrobat 7.:x)



Information disclosure
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Information disclosure

Malware Author at Work

function waini) {
VAr goos = unescape U+ + +

wvar hghl = unescape | + 1

wvar slspo = 20 4+ sccos.length:

while(bgkhl.length < =lspec) bgbl += bgbhl;

war fhlk = bgbhl.substring(0,slspo):;

var hlk = bgbhl.substring (0, bgbl. length - slspe):;
while(blk.length + slspc < O0xe0000) khlk = blk + blk + fhlk;

VAN My = hew Arravi();
for(i = 0; 1 < 1200; i++){ rmy[i] = blk + sccs
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util.printf (unescape(” "+ +
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Information disclosure

Malware Author at Work

06/11/2008 00:56:42  Start
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Copyright Infringement /

Confidentiality

Document Properties E

Description | 2&curity | Fants | Advanced

Document Security

Security Method:  Password Security

_an be Opened by:  Acrobat 3.0 and later

Docurment Restrickions Summary

Printing:  Allowed

Document Assembly: Mok Allawed

Mot Allowed

i_onktent Copying:

The document's Security Method restricks what can be done to the document,

Show Details, ..

Content Copying For Accessibility:  Allowed

All conkents of the document are encrypted and search engines cannok access the document's metadata,
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I Mitigation

e Don't allow PDF!
I » Scan PDF
» Patch / Upgrade
* Reduce / Change attack surface
» Sandbox PDF Reader

* Block generic malware
- LUA
- Application whitelisting
- AV / HIPS



e

Exec JS Exploit JS -

Internet

Shellcode

Open PDF Exploit PDF | =—3»




Questions?

And hopefully some answers...
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http://blog.DidierStevens.com



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24

